
Metrological Analysis of a QRNG Based on the QuandelaMetrological Analysis of a QRNG Based on the Quandela
Photonic Quantum ComputerPhotonic Quantum Computer

INTRODUCTION
This study investigates quantum random number

generation using Quandela’s cloud-based quantum
computer, Ascella. Photons and beam splitters are

employed to create fundamentally random
sequences by inducing superposition, acting as a
Hadamard gate. In Quandela’s system, each qubit
consists of two modes and a single photon, which,
upon passing through a beam splitter, has an equal
probability of exiting as bit 0 or bit 1. Metrological

analysis included tests on the optimal photon
count, as well as assessments of sequence

repeatability and reproducibility before and after
applying randomness extractors.

CONCLUSION
Despite hardware imperfections and potential
photon losses, the inherent quantum nature of
the system ensures a fundamental source of

randomness. However, post-processing is
essential to mitigate biases and enhance

statistical reliability. These findings
underscore the necessity of a robust

metrological framework to optimize QRNG
performance, making it suitable for secure key
generation and high-performance computing

applications.
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Bit frequency distributions were initially analyzed, aiming for a 50%
balance between 0s and 1s. The sequences underwent NIST SP800-22
randomness tests, where raw data failed several assessments. Post-
processing using Von Neumann and Samuelson + Von Neumann
extractors significantly improved randomness, aligning bit
distributions with the ideal 50%.
Entropy analysis with NIST SP800-90B revealed that all raw sequences
failed the IID test. After Von Neumann extraction, 22% of sequences met
IID criteria, while applying Samuelson + Von Neumann ensured all
sequences passed, achieving an estimated entropy of 0.771 ± 0.005.

Tests demonstrated that using a single
photon per detection event was the optimal

approach, as it minimized interference
effects. To assess the quality of randomness,

statistical tests from NIST SP800-22 and
NIST SP800-90B were applied, evaluating

biases and independence. Additionally, post-
processing techniques were implemented
using Von Neumann and Samuelson + Von

Neumann extractors to further reduce biases
and enhance the overall randomness quality.

METHODOLOGY

Measuring superposition in
the Ascella computer

Hadamard
gate
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ABSTRACT: RANDOM SEQUENCES WERE GENERATED USING A HADAMARD GATE ON A PHOTONIC QUANTUM COMPUTER, FOLLOWED BY METROLOGICAL ANALYSIS. AS THE
RAW DATA DID NOT SATISFY NIST RANDOMNESS CRITERIA, RANDOMNESS EXTRACTORS WERE APPLIED TO ENHANCE STATISTICAL QUALITY. THE RESULTS HIGHLIGHT THE

POTENTIAL OF PHOTONIC QUANTUM COMPUTING FOR RELIABLE RANDOM NUMBER GENERATION AND THE IMPORTANCE OF METROLOGICAL ASSESSMENTS.
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