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ABSTRACT: RANDOM SEQUENCES WERE GENERATED USING A HADAMARD GATE ON A PHOTONIC QUANTUM COMPUTER, FOLLOWED BY METROLOGICAL ANALYSI|S. AS THE
RAW DATA DID NOT SATISFY NIST RANDOMNESS CRITERIA, RANDOMNESS EXTRACTORS WERE APPLIED TO ENHANCE STATISTICAL QUALITY. THE RESULTS HIGHLIGHT THE
POTENT|IAL OF PHOTONIC QUANTUM COMPUTING FOR RELIABLE RANDOM NUMBER GENERATION AND THE |IMPORTANCE OF METROLOG|CAL ASSESSMENTS.
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computer, Ascella. Photons and beam splitters are approach, as it minimized interference
employed to create fundamentally random Bit frequencies (with respective uncertainties) effects. To assess the quality of randomness,
sequences by inducing superposition, acting as a before and after extractors statistical tests from NIST SP800-22 and
Hadamard gate. In Quandela’s system, each qubit Detector 2 £ 0% NIST SP800-90B were applied, evaluating
consists of two modes and a single photon, which, 1 ‘ 54.0% i biases and independence. Additionally, post-
upon passing through a beam splitter, has an equal (:‘f,\f 2105 . processing techniques were implemented
probability of exiting as bit 0 or bit 1. Metrological | A 50 0% using Von Neumann and Samuelson + Von
. - A R g e | Neumann extractors to further reduce biases
analysis included tests on the optimal photon the Ascella computer 48,0% .
count, as well as assessments of sequence 46,0% . I I ' I and enhance the overall randomness qualty.
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Percentage of sequences passing the randomness tests CONCLUSION
NIST P800-22 RESULTS Despite hardware imperfections and potential
18 Rarderm Excviralon Varant « BIT FREQUENCY DISTRIBUTIONS WERE INITIALLY ANALYZED, AIMING FOR A 50% photon losses, the inherent quantum nature of
14. Random Excursion BALANCE BETWEEN 0S AND 1S. THE SEQUENCES UNDERWENT NIST SP800-22 the system ensures a fundamental source of
L 13. Cumulative Sums (Backward) S, RANDOMNESS TESTS, WHERE RAW DATA FAILED SEVERAL ASSESSMENTS. POST- randomness. However, post-processing is
e et e B e S I R E— PROCESSING USING VON NEUMANN AND SAMUELSON + VON NEUMANN essential to mitigate biases and enhance
' O e e —— EXTRACTORS SIGNIFICANTLY IMPROVED RANDOMNESS, ALIGNING BIT statistical reliability. These findings
11,1 Sericl DISTRIBUTIONS WITH THE IDEAL 50%. underscore the necessity of a robust
10. Linear Complexity I . ENTROPY ANALYSIS WITH NIST SP800-90B REVEALED THAT ALL RAW SEQUENCES metrological framework to optimize QRNG
o UniverssiSiatistical - I FAILED THE IID TEST. AFTER VON NEUMANN EXTRACTION, 22% OF SEQUENCES MET  |Performance, making it suitable for secure key
8. Overlapping Template Matching B ——- eneration and high-performance computin
7. Non-overlapping Template Matching i — [ID CRITERIA, WHILE APPLYING SAMUELSON + VON NEUMANN ENSURED ALL 9 g .p | puting
6. Discrete Fourier Transform (Spectral) D SEQUENCES PASSED, ACHIEVING AN ESTIMATED ENTROPY OF 0.771 + 0.005. applications.
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